Managed Cloud Services

When you don’t want to run it yourself

Managed Docker Repository

Elastic Container Service Repository (ECS Repository)

ECS Repository

Store our Docker Images in the Cloud

* What if we want to store our built docker image somewhere other than our
laptop?

« What if we don’t want our image to be “public” on hub.docker.com?

* AWS has a managed Docker Image Repository: ECS Repository




ECS Repository
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* Get into your AWS account
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« Create a private repository
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ECS Repository

« Create a private repository

+ Now we can push docker
images from our laptop to this o] o ] [~ | I

Private repositories (1 of 1)

repository o ,
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« Create a private repository ikl B
+ Now we can push docker
images from our laptop to this b, i he Amszon ECR credeniahlpr s ety Aot
repository
« From there, we can pull them O Set707296892 e amazon com
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« There’s a really great “AWS Amazon Web Services toolit or browsing and updating c

Toolkit” extension for VS Code L
that Amazon supports

Detalls  Feature Contributions  Changelog  Runtime Status

AWS Toolkit

The AWS Toolkit extension for Visual Studio Code enables you to interact with
‘Amazon Web Services (AWS). See the user guide for complete documentation.
Try the AWS Code Samle Catalog to start coding with the AWS SOK.

‘See Setup for prerequisites. If you run nto a proble, try support

Features

« AWS Explorer °
AP Gatoway

App Runner




ECS Repository

« There’s a really great “AWS
Toolkit” extension for VS Code
that Amazon supports

« Clicking on the “AWS” in the
window footer will bring up the
AWS commands

« Easily access your credentials
file

Extension: AWS Toolkt — Demo

Extension: AWS Select an AWS credental profile (1/1)

2 Edit Credentials open ~Lawsjcredentils
profile:default

profile:acadomylab.

profile:aem

profile:dr

profile:ecs

profile:erp

profilefischeo

profile-folkiore.
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profile:kfsproddr

The AWS Toolkitextension for Visual Studio Code anables you o iteract with
Amazon Web Services (AWS). Sae the user uide for complte documentation.
Try the AWS Gode Sample Catalog tostart coding with the AWS SOK.
See Setup for prereaisies. I you run nto a problem, ry support
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AP Gatoway
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credentisls — Demo

EXPLORER Extension: AWS Toolkit credentials X

> opEN EDITORS Users > fischerm > aws > credential

oemo [ ET O [default)
rn aws _access._key_id=ASTAYFSCSFBGHTPGAT?S
© Docerie . access. key=LigbsoayEbSSB1Ry AACTIRGKKDZH
+ In order to push images to oo § oo e TR SIS AL
ECR, you need to have current
AWS |IAM credentials
« Copy them from the AWS
Academy site and update your TeRNAL
credentials file 5 ourume |
S TMELNE et
. Wl @040 xuiny Aws tns,
500 Dockertle —Damo
. ‘ O ovous  Dockertle X
> open eorrons © Dockertie
ECS Repository |~ - ST
> honl 0PY . /htal /usr/local /apache2/htdocs/
@ Dockerfile L
« Build your image rnah
© —/0omo $ docker build -t cacu-chat-app
14 Suslaing 0,15 (/1) FINISHED
1]
starzs 52 300
23 FROn docker 10/1tbrazy/httod:2.4-alpine
ing irage shazss:14dsebatscazseaneos2ithadas9aissadss
oo “docker scant 0 zun Sryk tests agaist: dmsges to £ind valns
> oUTLINE ~/temo $ |
> mveue
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« Dockerfile

« Build your image
« Login to ECR

> ouTLNE
> TIMELINE

El ooso

Miniy

aws L3, Co

« Dockerfile

opeNEDITORS
oEmo
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ECS Repository |

+ Build your image
« Login to ECR

« Tag your local image with the
ECR host name that matches
your repository

« This is what tells the
docker push command
where to send your image

> TIMELINE

ECS Repository |© e T

« Build your image

« Login to ECR

« Tag your local image with the
ECR host name that matches
your repository

« Push your image up to ECR
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How do we get our image back out to EC2?

« We still need permissions on our EC2 instance to pull an image back down

* We could copy IAM credentials to our EC2 host just like we do for our laptop
» However within AWS you can leverage IAM Roles

« Arole defines a set of permissions that an actor can take on resources

« We can attach an Role Profile to our instance

ECS Repository

How do we aet our imaae back out to EC2?

©00 I iemertan X instances | EC2 Mansgement ¢ X 4 9

Instances (1/1) o

@

Q. Find instance by attribute or tag (case-sensitive) Connect 1

e sz [ X| [ cloarfves view decis

Manage instance state
Name v | instance D Instancestate ¥ | | Alarms

Instance settings »
8 s 103109¢a1b9cces 10 Running assed No alan
- Gl (O Networking » 2
Change security groups Security >
Image and templates »
Instance: i 10 (class) ® x
Modify 1AM role Monitor and troubleshoot >
Details | Securty | Networking | Storage | Statuschecks | Monitoring | Tags
" —_—
©00 B iemerian X Modity M role | EC2 Manage X | 4 9

© Successfully stopped i-0c62b594dea0Sesb.

EC2 > Instances > 1-03100ealbcfceS10 > Modify 1AM role

Modify 1AM role info

Attach n 1AM ol toyourinstace
nstance 1D

Q b

LabinstanceProfile h roleyou select replces any roles tht ar

s [ ] createnewiamrole s
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sure you want to remove from the selected instance?
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ec2-user [SSH: 35:173101131]
ExpLoReR

« openEoiTORS
+ EC2-USER [SSH: 381731911

> ssh
> wscode-server

> wscode-server-insiders
> fischerm-tw06

* With an IAM role attached

we can now do our > o5
i an_pistor
docker login on the EC2 oo
instance bash_profe
iioto . 18 ams ecx got-Logs xogion u
e VARRTIG) Yous pusowrd wiLl bn stored snancrted i /2ont/-docker/
Contigure  covdertial halpar o zoacve his werming. Son
hetps://docdacker. con/angine/zfezence/commandl e/ i scredenty
& vertip 172 st-aa-00 5
5 ourume
5 Teune
®
.o ec2-user [SSH: 35.173191131] Damos
« Oh noes! (i We have a bad image platform
« Image was built on an armé4 Mac. EC2 is amd64 based Intel.
® [ec2-user@ip-172-31-84-94 ~]$ sudo docker run -d --Im -pBO:80 56176 dk east-1 late *
MARNING: The soquested isage's platfomm (Linus/ammsa/y8) doss not match the detectad host platfom (Linve/andéd) and no spectfi
iyt ]
lec2-user@ip-172-31-84-94 ~J [|
»
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Demo

* You can build an image for a different architecture by
specifying the --plat form option.

‘ O oo
> openorrons
~ owo
>
 bockere
$ nsn
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TERMINAL

+ cscads-chat-apn ]

i Dockeztile

> transterring context: 2
Linteznal] Load netadata for docker.io/Library/httpd:2.4-alpine
[auth] Library/httpd:pull token for rogistry-L.docker.io

build context

[inteznal] load
transforring contoxt: 7038

> [1/2) FROW docker.
Tesolve dacke

a-alps

Lo6ska / 1.65k8
15716 / 1,57k
2.61M8 / 2,618
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« Build, tag, push the updated
image

+ Now we can run the image
on our EC2 instance directly
from the ECR repository

ec2-user [SSH: 35:173191131)

© [oc2-userip-172-31-84-94 15 sudo docker Tun -d --Im -pBO:B0 561707296892, dKr ecr.us-sast-
Unable to find inage '561707296892.dkx.ecx.us-east-1.anazonaws. con/csc36-chat-app:latest
Latest: Pulling fron csc34é-chat-app
Azeady exists
0: Pull conplete
+ Pull conplete
Pull conplete
Pull conplete
+ Pull conplete

65633750b3: Pull conplete

1.amazonaws. con/csc346-chat]

Status: Downloaded newer image for 561707296892.dkr. ecr.

[oc2-usex@ip-172-31-84-94 -1 |
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More Automation

« Combine with CloudFormation to automatically login and start the image at

boot time
Fegton s Teas L wido ook Lol = s RS |
I 561707296892 dk.ecs. us-east 1. amazonans.con/5c346-chat -appr1at
114
© InstancesacurityGrov
22 > outLme Properties:
> Tweune g———




